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Abstract—Signatures remain a critical standard for personal
identification in financial and legal transactions, creating a
significant demand fbr automated verification solutions. This
paper presents a robust signature fraud detection system utilising
deep learning techniques, specifically Siamese Neural Networks
implemented in Python. Unlike traditional methods, this system
processes pairs ofi images—a genuine reference and a test
signature—to extract features and calculate similarity differences
through contrastive learning. The system utilises a comprehensive
dataset containing both authentic and fraudulent samples to
facilitate robust training and validation. The Siamese Neural
Network architecture is specifically designed to learn similarity
metrics between signature pairs, enabling accurate verification
decisions even on previously unseen signatures. Performance is
evaluated using standard metrics including accuracy, precision,
recall, and F1l-score, ensuring generalisation and high precision
in distinguishing skilled forgeries from genuine signatures. The
model demonstrates strong capabilities in feature extraction and
pattern recognition, achieving an accuracy ofi 93%, making it
well-suited for deployment in real-world authentication systems.
By optimising the neural network architecture for computational
efficiency, this work offiers a low-latency, real-time solution for
safeguarding digital security in banking and document manage-
ment.

Index Terms—Signature Verification, Siamese Neural Network,
Contrastive Learning, Forgery Detection, Deep Learning, Biomet-
ric Authentication, Offiine Signature, Feature Extraction

I. INTRODUCTION

Signature forgery, also known as signature-based fraud,
remains a persistent method ofifinancial and identity deception.
It occurs when an unauthorised individual imitates another
person’s signature to approve transactions or authenticate
documents. Since signatures are widely accepted as proofi of
authorisation across financial, legal, and government sectors,
they remain a frequent target for criminals seeking monetary
gain, access to sensitive information, or manipulation ofi oft
ficial records [1]. The global economic impact ofi signature
fraud is substantial; according to industry reports, cheque and
document fraud costs financial institutions billions ofi dollars
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annually, with a significant proportion attributed to forged
signatures on negotiable instruments and authorisation forms.

Forgery relies on reproducing a victim’s handwriting char-
acteristics closely enough to mislead verification systems into
accepting the forged signature as genuine. In the past, this
was largely performed manually on physical documents, but
the digital era has expanded forgery techniques significantly.
Modern attackers can use scanners, high-resolution printers,
image-editing tools, and digital signature pads to create highly
convincing replicas, making fraudulent signatures increasingly
difficult to distinguish from authentic ones [2]. Three broad
categories ofiforgery are commonly identified in the literature:
random fbrgeries, where an impostor signs their own name
without knowledge ofi the target signature; simple forgeries,
where the forger has seen the target signature but makes no
serious attempt to replicate its detailed characteristics; and
skilled forgeries, where the forger has practiced extensively
and can produce replicas that closely mimic the stroke patterns,
proportions, and pressure distribution ofi the original.

Traditional verification methods based on manual visual
inspection are becoming insufficient, particularly when organi-
sations must process large volumes ofisignatures. Human veri-
fication is time-consuming, inconsistent, and prone to error due
to fatigue and subjectivity. These weaknesses increase the risk
ofi false acceptance, especially in high-stakes settings such as
banking, legal disputes, and government documentation [12].
Studies have shown that even trained document examiners can
achieve false acceptance rates ofi 5-10% on skilled forgeries
under controlled conditions, indicating that purely human-
based verification is inherently unreliable at scale.

The consequences ofisignature fraud extend beyond direct
financial losses. Organisations may face reputational damage,
reduced customer trust, and legal liability, while individuals
can experience identity theft and long disputes over unau-
thorised transactions. The rise ofi remote work and digital-
first banking has further amplified the reliance on scanned
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and photographed document images, increasing the surface
area for forgery-based attacks and making robust automated
verification systems more critical than ever.

However, many existing automated approaches struggle
with writer-independence and signature variability. Some sys-
tems require enrolment and retraining for each user, which
is impractical for large-scale deployment or cases where new
users must be verified immediately [10]. Additionally, genuine
signatures naturally vary due to factors such as age, stress,
health conditions, writing surfaces, or signing instruments.
The natural intra-personal variability of signatures—that is,
the degree to which a single individual’s signature changes
from one instance to the next—creates a fundamental trade-
off in verification system design: a system tuned to be very
sensitive to differences risks classifying genuine but variable
signatures as forgeries (false rejection), while a lenient system
risks accepting skilled forgeries as genuine (false acceptance).
A robust verification system must intelligently navigate this
trade-off without sacrificing accuracy on either side.

To address these challenges, this paper proposes a computa-
tionally efficient Siamese Neural Network for real-time signa-
ture verification. Instead of relying on handcrafted feature ex-
traction, the model uses deep metric learning to map signatures
into a discriminative embedding space where genuine pairs are
positioned close together and forged pairs are separated. This
approach enables faster and more scalable verification while
improving generalisation to unseen users, making it suitable
for practical real-world deployment. The main contributions of
this work are: (i) a streamlined convolutional Siamese archi-
tecture optimised for low-latency inference; (ii) a contrastive
learning training strategy that enforces a meaningful margin
between genuine and forged embedding pairs; (iii) a threshold
calibration procedure learned on the validation set; and (iv) an
end-to-end deployment as a web application accessible via a
REST APIL

II. LITERATURE SURVEY

Signature verification has been a critical area of research
in biometric authentication systems. Various approaches have
been developed over the years, ranging from traditional image
processing techniques to advanced deep learning methods.
Early work focused on extracting handcrafted statistical or
geometric features from binary signature images and com-
paring them against stored templates using classical distance
or classification methods. More recent approaches leverage
the representational power of deep neural networks to learn
discriminative features automatically from raw pixel data, en-
abling substantially improved performance and generalisation.

Qi and Hunt [1] developed algorithms to extract local grid
features and global geometric characteristics from signature
images. These data points were combined to create a multi-
scale verification function evaluated through statistical analy-
sis. The findings indicated that the multi-scale function pro-
vided a lower error rate and higher reliability than single-scale
methods, achieving a success rate of over 90% in identifying
skilled forgeries. Although this work demonstrated the value
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of combining local and global information, the reliance on
manually designed grid partitions limits its adaptability to
diverse handwriting styles.

Kareem Abd et al. [2] explored an offline approach using
shape-based geometric features such as Mean, Occupancy
Ratio, Normalised Area, and Pixel Density. Using statistical
techniques including Euclidean and Hellinger distance, the
system achieved average accuracy rates between 93.14% and
95.93% across various datasets. Despite the competitive per-
formance, the approach requires careful feature selection and
is sensitive to image quality and binarisation thresholds.

Inan and Sekeroglu [3] introduced an offline signature
recognition system using a backpropagation neural network.
Tested against a database of 27 individuals, the system
reached a peak recognition rate of 86%. While this early
neural network approach demonstrated the potential of learned
representations, the relatively small training set and shallow
architecture limited generalisation to unseen writers.

Patil et al. [4] introduced an offline system that utilises the
Histogram of Oriented Gradients (HOG) for feature extraction
combined with a feedforward backpropagation neural network
for classification, achieving a recognition rate of 96.87% using
only four training samples per individual. HOG captures local
edge orientations effectively, making it robust to moderate
lighting and contrast variations. However, the features are
hand-engineered and the system’s performance degrades on
signatures with highly irregular stroke patterns that fall outside
the distribution of the training set.

Bromley et al. [6] introduced the foundational concept of the
Siamese neural network for signature verification using a time-
delay architecture applied to online signature streams. This
seminal work established the principle of learning a shared
metric between input pairs rather than learning fixed classifica-
tion labels, a paradigm that has since become widely adopted
in biometric and few-shot learning research. Chopra et al. [7]
later formalised the contrastive loss function and demonstrated
its effectiveness in face verification, providing a theoretical
grounding for the metric learning approach employed in the
present work.

Dey et al. [5] introduced “SigNet,” a Convolutional
Siamese Network utilising Contrastive Loss to establish writer-
independent similarity metrics. While the model set accuracy
benchmarks on datasets like CEDAR, its high parametric
density creates latency bottlenecks. The present work advances
this methodology with a structurally optimised architecture
designed for computational efficiency while retaining discrim-
inative power.

Hafemann et al. [9] demonstrated the use of deep convo-
lutional neural networks for learning features suited to offline
signature verification, significantly outperforming handcrafted
feature approaches. Their work showed that features pre-
trained on large signature corpora can be transferred to new
datasets with minimal fine-tuning, substantially reducing the
data requirements for training reliable verification models.
Koch et al. [8] further showed that Siamese networks trained
with one-shot learning principles can generalise powerfully
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to unseen verification tasks, a property that is particularly
relevant for signature verification where only a small number
ofi genuine samples per writer may be available at enrolment
time.

III. PROBLEM STATEMENT AND PROPOSED SYSTEM
A. Problem Statement

Traditional signature verification methods, including statis-
tical techniques and basic machine learning models, often fail
to capture the intricate and non-linear relationships present in
large-scale biometric data [13]. These approaches rely heavily
on handcrafted feature engineering, are typically designed for
specific writers rather than operating writer-independently, and
are unable to efficiently utilise the discriminative power ofi
deep representations. Furthermore, enrolment-based systems
that require per-user training become impractical in institu-
tional contexts where thousands ofi new account holders may
be added each month, and where historical signature samples
may be scarce or unavailable for newly onboarded clients.
Additionally, many existing methods do not scale well to high-
volume institutional environments where verification decisions
must be made in milliseconds without queuing delays.

A further challenge is the class imbalance inherent in
signature verification datasets. In operational settings, the
proportion ofiforgery attempts is significantly smaller than the
volume ofi legitimate signature submissions. Models trained
without accounting for this imbalance tend to exhibit strong
bias towards the majority class, resulting in high overall accu-
racy but poor recall on the minority forgery class—precisely
the failure mode most costly to institutions. The proposed
system addresses this through contrastive pair sampling during
training, which naturally balances positive (genuine—genuine)
and negative (genuine—forged) pairs.

B. Proposed System

The proposed signature fraud detection system is a signift
icant improvement over traditional verification methods. This
system uses deep learning, specifically a Siamese Neural Net-
work, to accurately determine whether a signature is genuine
or forged.

As shown in Fig. 1, the model takes two signature images
as input: a genuine reference signature and a test signature.
Both images are passed through identical neural network
branches that share weights and extract meaningful feature
representations. The system then compares these extracted
features using a contrastive similarity-based method, allowing
it to decide whether the signatures match or not. The use ofi
a shared-weight architecture ensures that both branches ofithe
network learn the same transformation, which is essential for
the computed Euclidean distance to be a meaningfull measure
ofi signature similarity in the learned embedding space.

The proposed model is trained and tested using a dataset
containing both genuine and forged signature samples. Since
Siamese networks learn similarity rather than fixed categories,
the system becomes more fiexible and generalises better across
different users, writing styles, and forgery techniques. The
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Fig. 1. Proposed System Architecture: Signature Image Dataset through
Preprocessing and Feature Selection, Siamese Neural Network, and final
classification.

writer-independent design is a key practical advantage: once
the network has been trained, it can be deployed immediately
for any new writer without any additional fine-tuning or
enrolment-time retraining. The design also supports real-time
usage, making it suitable for practical deployment in financial
institutions, legal processes, and identity verification systems.

IV. METHODOLOGY
A. Data Acquisition and Preprocessing

The system is trained and evaluated using standard offiine
signature datasets containing paired genuine and forged sam-
ples. Offiine signatures are captured from scanned document
images rather than from dynamic pen-trace data, meaning
that only the final visual impression ofi the signature is avail-
able, without temporal or pressure information. This makes
the verification task particularly challenging, as the spatial
arrangement ofi ink strokes must carry all the discriminative
information.

Input images undergo the following preprocessing steps
to standardise the representation before being passed to the
network:

« Grayscale conversion: All images are converted to
single-channel grayscale to reduce complexity and im-
prove generalisation. Colour information is not discrim-
inative for signature content and removing it reduces
the model’s sensitivity to scanning conditions and paper
colour.

+ Resizing: Images are resized to 112 x 112 pixels for
consistency with the model’s expected input dimensions.
Bicubic interpolation is used to preserve edge sharpness
during downsampling.
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« Normalisation: Pixel values are scaled to the [0 1] range
to ensure stable and efficient learning. This prevents
large pixel magnitudes from dominating gradient updates
during the early training epochs.

« Background thresholding: Adaptive thresholding is ap-
plied to suppress non-uniform background gradients com-
mon in scanned document images, ensuring that the
network focuses on ink stroke content rather than paper
texture or scanning artefacts.

B. Siamese Neural Network Architecture

The core ofi this system is a Siamese Neural Network, a
specialised deep learning architecture designed for similarity
learning. As illustrated in Fig. 2, the network consists ofi two
identical branches, each processing one input signature image.
Both branches share weights throughout training to ensure that
representations ofithe same writer’s signatures are mapped to
nearby embedding vectors.

Boln moacis arc

Input 1 instances of the Input 2
same model. Same
v weights and 4
structure
Model & > Model
Instance 1 Instance 2
v v
Features Features
A F 'y
Loss function
A 4
Output
1 (Similar)/ 0(Not
Similar)

Fig. 2. Siamese Neural Network Architecture showing twin CNN branches
96 — 256 — 384 — 256 — 1024 —
contrastive loss L(s, s. y).

128 channels) computing the

Each branch employs a sequence ofi convolutional layers
with ReLU activations, Local Response Normalisation (LRN),
max-pooling layers with dropout, and fully connected layers
that reduce the representation to a 128-dimensional embedding
vector. The architecture follows a progression ofi filter sizes
from 11 x 11 down to 3 x 3, capturing both global stroke
patterns and fine-grained local details. The large receptive
fields in the early layers capture coarse structural properties
such as overall signature width, height, and approximate slope,
while the smaller kernels in the deeper layers encode fine-
grained stroke junctions, curvatures, and pen-lift positions that
are difficult to replicate faithfully in skilled forgeries.
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Local Response Normalisation layers are inserted after the
first two convolutional blocks to suppress overly dominant
feature activations and improve the contrast between neigh-
bouring channels, a technique shown to improve generalisa-
tion in visual recognition tasks. Max-pooling provides spatial
invariance to small positional shifts in pen placement, while
dropout layers with a rate ofi0.5 applied after the dense layers
reduce co-adaptation between neurons and serve as an effec-
tive regulariser. The final 128-dimensional embedding vector
provides a compact, information-dense representation ofieach
signature that captures its essential identifiying characteristics
while discarding irrelevant stylistic noise.

C. Contrastive Loss Function

The network is trained using the contrastive loss function,
which minimises the embedding distance between genuine
signature pairs (positive pairs, y = 1) and maximises the
distance between forgery pairs (negative pairs, y = 0). The
loss is defined as:

L(si s:y)=y-D *+ (1 —y) -max(m— D 0): (1)

where D is the Euclidean distance between the two embed-
ding vectors and m is the margin parameter that enforces a
minimum separation between dissimilar pairs. Intuitively, for
genuine pairs the loss penalises any distance greater than zero,
pulling the embeddings together; for forged pairs it penalises
distances smaller than the margin m, pushing the embeddings
apart until they are at least m units separated. Setting m
too small reduces the discriminative power ofithe embedding
space, while an excessively large margin can make training
unstable; in practice a margin ofimn = 1.0 was found to yield
the best validation performance in this work.

The model is optimised using the Adam optimiser with an
initial learning rate ofi1 x 10-* and a learning rate schedule
that halves the rate when validation loss fnils to improve for
two consecutive epochs (ReduceLROnPlateau, factor = 0.5,
patience = 2). Pair sampling during training ensures an equal
proportion ofi positive and negative pairs in each mini-batch,
preventing the model from exploiting class imbalance.

D. Threshold-Based Classification

At inference time, the system computes the Euclidean
distance D between the two embeddings. A threshold 7 is
learned on the validation set to determine the classification
decision:

ifiD<rT
iiD>r

2

Match (Genuine)
Result =
No Match (Forged)

The optimal threshold is determined by sweeping over
candidate values in [0.1 1.5] with a step size ofi 0.01 and
selecting the value that maximises validation accuracy. This
calibration step decouples the metric learning objective (con-
trastive loss minimisation) from the final decision boundary,
allowing the threshold to be adjusted post-training without
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retraining the network. In operational settings, the threshold
can be tuned to shift the balance between false acceptance
rate and false rejection rate according to the institution’s
specific risk tolerance, providing a practical mechanism for
risk management without architectural changes.

E. System Pipeline

The complete end-to-end system pipeline operates as fol-
lows:

1) Upload the original (reference) signature and the test
signature images via the web interface.

2) Preprocess both images: convert to grayscale, apply
background thresholding, resize to 112 x 112 pixels, and
normalise pixel values to [0, 1].

3) Pass both preprocessed images through the shared CNN
embedding network to obtain two 128-dimensional em-
bedding vectors.

4) Compute the Euclidean distance D between the two
embedding vectors.

5) Compare the distance against the calibrated threshold
7 = 0.12 to produce a binary Match or No-Match
decision.

6) Return the decision together with the raw distance score
to provide transparency and allow domain expert review.

The distance score exposed in step six serves an important
auxiliary function: it allows downstream systems or human
reviewers to apply secondary checks for borderline cases
where D falls close to 7, such as triggering manual review
for transactions above a certain monetary threshold. This
transparency is a deliberate design choice aimed at building
operator trust and supporting regulatory compliance in au-
ditable verification workflows.

F. Web Application Deployment

The system is deployed as a full-stack web application to
facilitate accessible real-time verification. The backend is built
on FastAPI, a modern asynchronous Python web framework
that provides high throughput and automatic OpenAPI docu-
mentation. The model is loaded into memory at server startup
and retained for the lifetime of the process to avoid repeated
disk I/O on each request, ensuring that inference latency is
dominated by the forward pass computation rather than model
loading overhead.

The Next.js (React/TypeScript) frontend provides an intu-
itive drag-and-drop interface for uploading reference and test
signature images and displays the verification result alongside
the distance score. The backend accepts two signature im-
age uploads via HTTP POST to a /api/verify endpoint
and returns a JSON response containing the boolean match
result and the computed distance score. A /api/health
route is exposed for container orchestration liveness probes.
The application is containerised using Docker and can be
deployed to cloud platforms or on-premises hardware without
modification, enabling institutions to host the system within
their own secure infrastructure and comply with data residency
requirements.
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V. EXPERIMENTAL RESULTS
A. Dataset and Experimental Setup

The system was trained and evaluated using a benchmark
offline signature dataset containing both genuine and forged
signature image pairs. The dataset includes samples from
multiple writers, with several genuine instances per writer and
a corresponding set of skilled forgeries produced by trained
impostors who had access to genuine samples during practice.
This design closely mirrors the operational adversarial threat
model in financial fraud scenarios.

The hardware configuration included an NVIDIA GPU with
TensorFlow/Keras as the deep learning framework, OpenCV
for image preprocessing, and FastAPI for backend deployment.
The dataset was partitioned into training, validation, and test
subsets using a writer-independent split, meaning that no
writer appearing in the test set was present in the training
or validation sets. This ensures that the reported performance
metrics reflect true generalisation to unseen individuals rather
than interpolation within a known writer population.

Training employed early stopping (patience = 5 epochs)
to prevent overfitting once validation loss ceased to improve,
alongside the ReduceLROnPlateau callback (patience = 2, fac-
tor = 0.5) to refine the learning rate dynamically. Mini-batches
were composed of equal proportions of genuine and forged
pairs sampled uniformly without replacement per epoch.

B. Performance Metrics

The following standard binary classification metrics were
used to evaluate the system:

. TP+TN
o Accuracy: TPITN+FPIFN’
correctly classified.
s TP . . .
e Precision: 7575, the fr'actlon of predicted genuine
matches that are truly genuine.
. TP . . .
o Recall: 7757+ PIFN the fracthn of all genuine pairs that are
correctly identified as genuine.
. 2XPrecision X Recall . s
. El-Score. precisiontRecall > the harmonic mean of preci
sion and recall.

where TP, TN, FP, and FN denote true positive, true
negative, false positive, and false negative values respectively.
Reporting all four metrics provides a balanced view of per-
formance across both classes, which is important given the
potential asymmetry in the cost of false acceptances (allowing
a forged signature through) versus false rejections (blocking a
legitimate transaction).

the proportion of all pairs

C. Results

Table I summarises the final evaluation performance of the
proposed Siamese Network system on the held-out test set.
The balanced precision and recall values (92.8% and 93.2%
respectively) indicate that the model does not exhibit a strong
bias towards either class, confirming that the contrastive pair
sampling strategy effectively counteracted the natural class im-
balance. The close agreement between accuracy and F1-score
further suggests that the classification boundary generalises
well without overfitting to the majority class.
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TABLE I
CLASSIFICATION PERFORMANCE METRICS
Metric Value
Accuracy | 93.0%

Precision 92.8%

Recall 93.2%

F1-Score 93.0%

Table II presents a comparative analysis against other offline
signature verification approaches reported in the literature.
The proposed system achieves performance competitive with
leading methods while offering the practical advantages of
writer independence and real-time web deployment. It is worth
noting that direct numerical comparisons across methods must
be interpreted with caution, as different studies use different
datasets, train/test splits, and forgery types; nonetheless, the
comparison provides useful context for situating the proposed
approach within the broader research landscape.

TABLE 11
COMPARISON WITH EXISTING METHODS

Method Accuracy
HOG + Backpropagation NN [4] 96.87%
SigNet (Convolutional Siamese) [5] 94.5%
Geometric Features (Euclidean) [2] 93.14-95.93%
Proposed (Siamese + Contrastive) 93.0%
Deep CNN Features [9] 89.8%
Backpropagation NN [3] 86.0%

VI. DISCUSSION

The proposed Siamese Neural Network demonstrates effec-
tive and consistent performance for real-time offline signature
verification. The architecture’s use of weight sharing between
twin branches ensures that the network learns a universal dis-
tance metric rather than classification labels, enabling writer-
independent generalisation without retraining when new users
are encountered. This property has significant practical impli-
cations: institutions can deploy the trained model as a frozen
inference endpoint and immediately extend it to new clients
simply by providing one or more genuine reference signatures
at enrolment time, without any network update.

The contrastive loss function drives the model to form com-
pact clusters for genuine signature embeddings and enforces
a margin between genuine and forged pairs in the embedding
space. This property makes the system robust to the natural
intra-personal variability present in genuine signatures, such
as variations in stroke pressure, signing speed, pen angle, and
instrument used, because all genuine instances of the same
writer are pulled towards a common region of the embedding
space regardless of these surface-level differences. Conversely,
even skilled forgeries that visually approximate the reference
are pushed into a different region because they inevitably
deviate from the fine-grained local stroke patterns encoded
in the deep layers of the network.
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The threshold-based decision mechanism provides explain-
able output, as the distance score is visible to the end-
user alongside the binary classification result. This supports
transparency and allows domain experts to adjust the threshold
based on application-specific risk tolerance. For example, a
high-security banking environment processing large-value wire
transfers might lower the threshold to reduce false acceptances
at the cost of increased manual review of borderline cases,
while a lower-risk document signing platform might raise the
threshold to minimise customer friction from false rejections.
The ability to calibrate this trade-off post-training without
retraining the model is a key operational advantage of the
distance-threshold approach over classification networks that
embed the decision boundary directly into the model weights.

Compared to traditional HOG and geometry-based methods,
the proposed deep learning approach eliminates the need for
manual feature engineering. While methods such as HOG with
backpropagation [4] achieve slightly higher reported accuracy
on specific datasets, they rely on carefully hand-tuned features
that may not transfer well to new datasets or writing styles.
The proposed approach is more general-purpose and scales
naturally to larger and more diverse deployment contexts,
particularly as training data from new domains is incorporated
into future model iterations.

A key limitation of the current system is its dependence
on the quality of scanned or photographed signature images.
Low resolution, heavy noise, inconsistent lighting, or complex
background conditions can affect the embedding quality by
introducing artefacts that are mistakenly encoded as part of the
signature’s discriminative representation. Another limitation is
the fixed spatial resolution of the input: resizing all images to
112 x 112 pixels discards absolute size information, which
in some cases can serve as a legitimate discriminative cue.
Future work should address these issues through targeted data
augmentation (random rotation, affine jitter, Gaussian noise,
and brightness perturbation) and domain adaptation techniques
that reduce the domain gap between training-time scan quality
and operational deployment conditions.

Additionally, the current architecture operates on static
offline images. Incorporating dynamic features from on-
line signatures—such as pen velocity, acceleration, and pen-
up/pen-down sequences—could provide substantially richer
representations and improve performance on skilled forgeries
that approximate the visual appearance of genuine signatures
but differ in their temporal execution. Integration of Bidi-
rectional LSTM layers or Temporal Convolutional Networks
to model sequential stroke dynamics represents a natural
extension of the present work.

VII. CONCLUSION

This paper presented an automated deep learning system
for detecting genuine and forged signatures using a Siamese
Neural Network with contrastive learning. The system pro-
cesses pairs of signature images through twin convolutional
neural network branches, maps them into a shared 128-
dimensional embedding space, and classifies the pair as a
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genuine match or a forgery based on the Euclidean distance
relative to a calibrated threshold. The contrastive training ob-
jective enforces a structured geometry in the embedding space
that promotes intra-class compactness for genuine signatures
and inter-class separation for genuine—forged pairs, enabling
reliable discrimination even against skilled forgeries.

The model achieved an accuracy of 93% on the test set, with
closely matched precision and recall values, demonstrating ef-
fectiveness in handling real-world signature variability without
bias towards either class. The end-to-end implementation—
spanning a TensorFlow/Keras model, a FastAPI backend, and
a Next.js frontend—enables real-time web-based verification
suitable for institutional deployment in banking, legal, and
identity authentication sectors. The containerised deployment
architecture further facilitates rapid integration into existing
organisational infrastructure, supporting both cloud-hosted and
on-premises installation scenarios.

The Siamese framework’s writer-independent design means
the trained model can be applied directly to new users with-
out retraining, offering practical scalability advantages over
enrolment-based systems. The exposed distance score along-
side the binary decision enhances transparency and supports
risk-stratified review workflows in regulated environments. Fu-
ture work will explore deeper CNN backbones, Bidirectional
LSTM integration for sequential stroke modelling, larger and
more diverse training datasets, adaptive threshold calibration
using Bayesian optimisation, and explainability visualisations
such as Grad-CAM heatmaps to highlight the signature regions
most influential in verification decisions. Such advances are
expected to further narrow the performance gap with the top-
performing handcrafted-feature approaches while retaining the
generalisation and scalability advantages of the learned metric
learning paradigm.
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