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ABSTRACT

Mobile Ad hoc Network (MANET) is an emerging technology which is an autonomous collection of wireless
mobile nodes that are self configured to form a network environment without any infrastructure establishment.
MANET can form a spontaneous network either momentarily or permanently. The network topology of MANET
may often change rapidly and it is not predictable. The decision-making with respect to route is autonomous by
the nodes themselves. Due to its unique features like dynamic topology, self-organising and frequent link
failure, MANET is susceptible to various attacks. MANET has to be secured against the various security threats.
In this paper, black hole attack which is a serious attack in the network layer is discussed. In black hole attack,
a malicious node advertises itself as it having the optimal route to the destination, so that all packets will be
transmitted through it. This paper discuss the various techniques that have been proposed for black hole attack
detection and removal methods.
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I. INTRODUCTION

Mobile Ad hoc Network (MANET) can form a spontaneous network at will momentarily. The information
transmitted by a mobile node will be received by all the other nodes within its transmission range due to its

wireless connectivity and omni-directional antenna based on predefined protocol.
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Figure 1 Mobile Ad hoc Networks
Thus each node in the network can act both as a mobile node and as a router to forward the packets in

communication area. Due to the limited transmission capability of the network, the nodes cannot directly
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communicate with those which are not one-hop neighbours. This weakness is overcome through multi hop-
communication. They transmit the packets to the other nodes across the network without any access points and
any infrastructure establishment. Every mobile node in a network is autonomous as shown in figure 1.

The mobile devices are free to move haphazardly and organize themselves arbitrarily. The Nodes in the
MANET share the wireless medium and the topology of the network changes erratically and dynamically. In
MANET, breaking of communication link is very frequent, as nodes are free to move anywhere. Routing
protocol is used to establish the route from source to destination and to forward the packets between the nodes.
The routing protocols can be classified as Reactive routing protocol, Proactive routing protocol and hybrid
routing protocol.

In reactive routing protocol, is established the route only when it is needed. To discover a new route reactive
protocol makes use of route request and route reply messages. After receiving route reply messages the route is
established by the nodes. Route discovery makes a big delay and it is the major drawback of this protocols. In
proactive routing protocol the route table constantly maintains the network topology. In the network every node
contains the information about the neighbors. This information is stored in different tables and these tables are
updated when the network topology changes. Hybrid routing protocol is a combination of proactive and reactive
protocols. These protocols make use of distance vector as more precise metrics to establish the best paths to
destination networks. Source initiates the establishment of route to the given destination on demand during
reactive operation [1]. In MANET, all networking functions such as routing and packet forwarding, are
performed by nodes themselves in a self-organized manner. Due to these unique features, securing a mobile ad

hoc network is very challenging.

1.1 Attacks In Manet
Secure communication in MANET is important for secure transmission of information. Absence of the central
co-ordination mechanism and shared wireless medium makes MANET more vulnerable to digital/cyber attacks

than wired network. Table 1 summarizes the MANET security layers and attacks.
Table 1 MANET Security Layers and Attacks.

MANET Security Layer Attacks

Application Layer Malicious code, Repudiation

Transport Layer Session hijacking, SYN Flooding

Network Layer Flooding, Black Hole, Grey Hole,
Worm Hole, Link Spoofing etc.

Data Link Layer Traffic analysis and monitoring.

Physical Layer Traffic Jamming, Eavesdropping

The attacks can be classified as passive attack and active attack as shown in figure 2.
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Passive Attack I Active Attack I

Figure 2 Types of attack

1.1.1 Passive attack:

In this type of attack, the intruder monitors on certain connections to get information about the traffic without
injecting any fake information [2]. This type of attack serves the attacker to gain information and makes the
footprint of the invaded network in order to apply the attack successfully. Some of the passive attacks are
eavesdropping, traffic analysis and snooping.

1.1.2 Active attack:

An active attack attempts to adjust or destroy the data being exchanged in the network, thereby disrupting the
functioning of the network. It can be classify into two categories external attacks and internal attacks. External
attacks are carried out by nodes that do not belong to the network. These attacks can be prevented by using
standard security mechanisms such as encryption techniques and firewalls. Internal attacks are carried out by
compromised nodes that are really a part of the network. Since the attackers are already a part of the network as
authorized nodes, internal attacks are harsher and not easy to detect when compared to external attacks [3]. The
types of Active attacks are wormhole attack, black hole attack, byzantine attack, Sybil attack, gray hole attack.
In this paper, black hole attack is considered for the study.

The rest of the paper is organized as follows. Section Il, present the literature survey and the comparison of
various black hole attack. Section 11, discusses the black hole attack in MANET. In section 1V, discusses the

various black hole attack detection and removal methods and the paper is concluded in Section V.

1. RELATED WORK

Sathis et al [3] proposed a novel strategy to reduce single and collaborative black hole attack. In the proposed
method fabricated RREQ and next hop information for mitigating both single and collaborative black hole
attack has been generated based on the destination sequence number. The black hole node is identified and black
hole list is generated. The proposed method is used the digital signature and trust value to identified the black
hole in MANET. The method shows 70% decrease in end-to-end delay, 12% increase in throughput 40%
increase in Packet Delivery Ratio.

Nidhi choudhary et al [4] proposed a new solution against the black hole attack to demonstrate a timer based
detection approach for identifying black hole node. In this approach initially each node in the network assigns a
maximum trust value to all its neighbouring nodes to detect and remove the black hole nodes from the network
during the communication process. . To solve this problem, a timer based detection approach is used to detect

the black hole attack, to improve the performance of the communication by removing the black hole attack.
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Kumar singh et al [5] proposed a novel strategy to identify promiscuous mode and to detect the malicious
(black hole) node to propagate the information malicious node to all the other nodes in the network. This mode
allows a node to intercept and read each network packet that arrives to it. The proposed method uses
promiscuous mode of a node to overhear the neighbour’s communication. It does not require any database, extra
memory and more processing power.

Sakshi jain et al [6] proposed a novel strategy to deploy the base node in the network that increases the
probability of detecting multiple malicious nodes. The proposed method exploit the fact that black hole node
send route reply to every route request it receive whether it has route to destination or not. This method greatly
reduces the probability of black hole attack in network and detects multiple black hole nodes in a network. This
approach help in detecting black hole attack in network with the help of bogus RREQ, results has been analyzed
with the help of Packet Delivery Ratio, throughput and delay metrics.

Junhai Luo et al [7] proposed a novel strategy which addresses the black hole problem using an authentication
mechanism, based on the hash function. The message authentication code and pseudo random function is
proposed prevent the black hole attack. [7] Proposed an authentication mechanism for identifying exploited by
malicious node. This mechanism is used to handle unlimited message authentication by switching one-way-hash
chains and to prevent a malicious node in forging a reply. The simulation results show that the scheme provides
fast message verification identifying the black hole and discovers the safe routing.

Jain-Ming chang et al [8] proposed a method to resolve the collaborative black hole attack using DSR routing
mechanism, which is referred as the Cooperative Bait Detection Scheme. The proposed collaborative black hole
attack detection scheme aims at detect and prevent the malicious nodes by launching collaborative black hole
attacks in MANET. The simulation results revealed that the CBDS outperforms DSR In terms of routing
overhead and Packet Delivery Ratio.

Akanksha Jain [9] proposed a method trust based communication in MANET using AOMDV-IDS against the
black hole attack. AOMDV-IDS perform real time detection of attacks using AOMDYV routing protocol. In
AOMDV, RREQ transmission from the source to the target establishes multiple reverse paths both at
intermediary nodes in addition to the destination. Multiple RREPs navigates this reverse route back to from
multiple onward routes to the target at the source and intermediate nodes. Multiple routes revealed are loop-free
and disjoint. AOMDV depends on the routing information previously available in the AODV protocol, thus
preventing the overhead acquired in determining multiple paths.

Ankur mishra et al [10] proposed a mechanism to mitigate single black hole attack as well as cooperative
black hole attack to discover a safe route to the destination. The scheme of proposed approach is based on
AODV protocol which is improved by deploying advanced Date Routing Information table with additional
check bits. The proposed security mechanism consist of Neighborhood data collection and local malicious node
detection, finding trusted node to destination and complete elimination of cooperation black hole nodes,
establishing secure path to destination and global alarm arising and blacklisting malicious nodes. The proposed
solution can be applied to identify multiple black hole nodes cooperating with each path from source to
destination. This method shows the effect of Packet Delivery Ratio and throughput with respect to the variable

node mobility.
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I11. BLACK HOLE ATTACKS

Black hole attack is a kind of active attack. In this attack, Black hole waits for neighbouring nodes to send
RREQ messages. On receiving an RREQ message, without checking its routing table, immediately sends a false
RREP message giving a route to destination over itself, and set a high sequence number to make entry in the
routing table of the victim node. Therefore requesting nodes assumes that the route discovery process is
completed and ignores other RREP messages and begins to send the packets through the malicious node. Hence
in black hole attacks, all RREQ messages are routed through the compromised node, which will not be

forwarded anywhere. They are two types of black hole attack.

Single Black Hole Attack:

In a single black hole attack, single node is involved in the attack. A sample scenario of single black hole attack
is shown in Figure 3. The malicious node replies to RREQ packets with RREP packets as it is having the
shortest path to the destination. And the source node updates the route table and avoids other nodes RREPs since
the malicious node has advertised the shortest path. Further the malicious nodes will drop the packets without
forwarding the packets to its neighbors.

In this scenario, the node 1 is source node, node 6 is the destination node and node 3 is assumed as the malicious
node. When node 1 wants to send the data packets to node 6, it starts the route discovery process by
broadcasting RREQ message to the neighboring nodes. So, the nodes 2, 4 and 5 will receive RREQ message.
Since node 3 is a malicious node. It immediately sends a RREP message to node 1 with high sequence number
and node 1 assumes that it is the freshest route and ignores all other RREPs and sends the packets to the

destination. However the node 3 drops all packets instead of sending the packets to the intended destination.

RREQ RREP --Malicious RREP--

Figure 3, Single black hole attack
Collaborative black hole attack
In collaborative black hole attack, more than one node will involve in this attack and aims to disturb the normal
functioning of the network. These malicious nodes claim itself of being the shortest path to the destination and
drop the routing packets without forwarding to its neighbors. A sample scenario of collaborative black hole

attack is shown in Figure 4.
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In this scenario, the node 1 is source node, node 6 is the destination node and nodes 3, 5 are assumed as the

malicious node. When node 1 wants to send the data packets to node 6, it starts the route discovery process by

broadcasting RREQ message to the neighboring nodes. So, the nodes 2, 4,7and 8 will receive RREQ message.

Since node 3 and node 8 is a malicious node, it immediately sends the RREP message to node 1 with high

sequence number and node 1 assumes that it is the freshest route and ignores all other RREPs and sends packets

to the destination. However the node 3 and node 8 drops all packets instead of sending the packets to the

intended destination. Table 2 summarizes the various black hole detection and removal methods with its

advantages and disadvantages.

Table 2 Summary of various black hole detection and removal methods

Information table.

S No Method b:;iiehc:)fle Methodology Advantages Disadvantages
As it is a simplest method, | There is no predefined limit to
1 Watchdog Single black | Malicious node | one node only monitors its | differentiate malicious nodes
Method [11] | hole can be detected. next node in the route. and increase the no. of mistakes
to find black hole attack.
Is an additional | Strong nodes decrease the | This method assumes that
Strong Node | Single black node, which help no: of  monitoring (_)f strong_nodes are _trustal.ble, but
2 source and | neighbors, only node in | there is no solution given for
Method [12] | hole - - . .
destination to find | particular area of malicious | attacks.
black hole attack | node start monitoring.
This method can find any | These methods works very
| D Meon | Camere | T T s | v kol | o e b1
[13][14] black hole '

huge overhead for checking all
nodes in an area.
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Used two ideas to | Each node uses a token | If there is no neighbor in the

protect AODV in | which authenticates the node | network that can cross-checks
SCAN Cooperative | MANET they are | to the entire network. the route, this method fails.
Method [15] | black hole local collaborative

and information

cross validation.

Reliable-AODV It helps to isolate multiple | It increases routing overhead by

improves  route | black hole and gray hole | forwarding RREP after

discovery process | nodes. detection of misbehavior.
R-AODV Single black | of AODV
Method [16] | hole protocol and

prevents black

hole and gray hole

nodes.

Modified MR-AODV isolate black | MR-AODV attempts to reduce

Reliable-AODV hole and gray hole node | routing overhead by not
MR-AODV | Single black | used to detect and | during route discovery phase | forwarding RREP after
Method [17] | hole isolate  multiple | as R-AODV and sets up a | detection of misbehavior.

black hole and | secure route for data

gray hole nodes. transmission.

A solution based To avoid false positive Neighbor nodes may give false.

on Intrusion alarms of intrusion

Detection using detection. This technique
DAD  mutiple | DR
Method [18] | black nodes '

prevent both

single and

multiple black

hole nodes.

V. CONCLUSION

Black hole attack is a serious active attack in MANET. In black hole attack, a malicious node advertises itself as

it is having the optimal route to the destination. In this paper the various techniques used for detecting the black

hole attacks in MANET is discussed and compared. The detection techniques which uses reactive routing

protocols have low overheads, but have high packet loss, it can be concluded the black hole attacks degrades the

performance of the network. In the future a suitable solution to detect the black hole attack has to be proposed in

such a way that the packet loss will be minimum.
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