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ABSTRACT 

The paper centers on GPU-expansion assault. Its thought can be augmented to ruin DoS assailants which abuse 

swelling assets such as Cloud Processing. For illustration, assume the server embeds a few hostile to 

investigating code for discovery in the cloud tag  utilizing the programming riddle. At the point when the riddle 

is running, the programming riddle will not convey on the riddle understanding process on the cloud 

environment at the point when the Cloud swelled  DoS assault comes up short.  

 
Keywords-  code obfuscation, distributed denial of service attack (DDoS), GPU programming, 
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I. INTRODUCTION 

Denial of service through server flooding can be considered as just topping off a channel with enough material 

to keep whatever else from overcoming. Disavowal of service may happen reluctantly if a server gets more 

movement than it was intended to handle. This happens commonly, for example, when a low-trafficked site gets 

to be celebrated. Various apparatuses could start DDoS assaults from a great many bargained has. Dissent of 

service assault projects are all over the place for quite a while from now. The wellsprings of single source 

assaults are addressed effectively by various winning barrier systems. These can be effortlessly deactivated with 

enhanced following procedures. 

As per the Review, the essential DDoS assaults, one of the first real assaults was pursued against Yahoo, EBay 

and Amazon. This assault kept them off the web for around hour and bringing about them lost Billion dollars 

Another DDoS assault happened in October against the root servers that give the DNS service to web clients 

around the globe. In the event that every one of the root servers where not operational, there would have been 

tragic issues getting to the web. Despite the fact that the assault went on for minutes and the impacts were not 

really recognizable to the run of the mill Web client. On the off chance that unchecked, all the more capable 

DDoS assaults may most likely impair crucial Web services in minutes. 

DDoS assaults are two sorts of architectures:  

1. The Operators Handler structural engineering is involved customers, handlers, and specialists. To begin with, 

the assailant constructs a system of PCs by finding feeble has and utilizes them to yield the volume of activity 

required. Aggressor introduces assault instruments on the coordinating hosts of the assault system. Machines 

running these assault apparatuses are perceived as Handlers which work under the control of the trespasser. The 
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hosts that have been tainted by the assault instruments search for different exposed has and introduce on them 

the same assault device. 

2. In the IRC-type design, an IRC channel is utilized to unite the customers to the specialists. IRC ports can be 

used to send orders to the operators. The fundamental point of interest of this structural planning is that an 

aggressor can conceal his vicinity. 

Denial of Service (DoS) assaults and distributed DoS (DDoS) assaults endeavour to drain an online service's 

assets, for example, system data transmission, memory and calculation power by overpowering the service with 

sham solicitations. For instance, a pernicious customer sends a large number of rubbish solicitations to a HTTPS 

bank server. As the server needs to invest a ton of CPU energy in finishing SSL handshakes, it might not have 

sufficient assets left to handle service demands from its clients, bringing about lost organizations and notoriety. 

DoS and DDoS assaults are hypothetical, as well as sensible, e.g., Push do SSL DDoS Assaults. DoS and DDoS 

are successful if aggressors spend significantly less assets than the casualty server or are considerably more 

effective than ordinary clients. In the sample over, the aggressor spends unimportant exertion in delivering a 

solicitation, yet the server needs to spend substantially more computational exertion in HTTPS handshake (e.g., 

for RSA decoding). For this situation, routine crypto-realistic devices don't upgrade the accessibility of the 

services; truth be told, they may corrupt service quality because of costly cryptographic operation. 

 Especially keen on the countermeasures to DoS/DDoS assaults on server calculation power. Let γ mean the 

proportion of asset utilization by a customer and a server. Clearly, a countermeasure to DoS and DDoS is to 

build the proportion γ , i.e., expand the computational expense of the customer or lessening that of the server. 

Customer puzzle  is an understood way to deal with expansion the expense of customers as it strengths the 

customers to do substantial operations before being conceded service. 

1.1 Problem Statement 

DoS and DDoS are viable if assailants spend substantially less assets than the casualty server or are considerably 

more capable than ordinary clients. The assailant spends unimportant exertion in creating a solicitation however 

the server needs to spend a great deal more computational exertion in HTTPS handshake. For this situation, 

routine cryptographic instruments don't improve the accessibility of the administrations; truth be told, they may 

corrupt administration quality because of costly cryptographic operations. 

1.2 Purpose and Scope 

The Scope Statement is distributed to all the project stakeholders for their approval. It documents a description 

of the project, including the objectives, planned deliverables, and requirements. It becomes the baseline 

document that can only be changed through the process outlined in the Scope Management Plan. The Scope 

Statement documents a description of the project, including the objectives, planned deliverables, and 

requirements. It becomes the baseline document that can only be changed through the process outlined in the 

Scope Management Plan. 

1.3 Definations, Acronyms and Abbreviations 

Definitions 

DoS: A denial-of-service (DoS) attack is an attempt to make a machine or network resource unavailable    to its 

intended users, such as to temporarily or indefinitely interrupt or suspend services of a host connected to the 

https://en.wikipedia.org/wiki/User_%28computing%29
https://en.wikipedia.org/wiki/Network_service
https://en.wikipedia.org/wiki/Host_%28network%29
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Internet. A distributed denial-of-service(DDoS) is where the attack source is more than one–and often 

thousands–of unique IP addresses. 

Acronyms 

1.Software puzzle 

2.Code obfuscation 

3.GPU programming 

4.Distributed denial of service 

Abbreviations 

1.DoS - Denial of Service 

2.DDoS - Distributed Denial of Service 

3.GPU - Graphics Processing Unit  

 

II. EXISTING SYSTEM 

Software puzzle plan is proposed to vanquish GPU- DoS assault. It embraces software insurance innovations to 

guarantee challenges for information classification and code security for a suitable time period, e.g., 1-2 

seconds. Henceforth, it has diverse security necessities from the ordinary figure which requests long security 

and code assurance which concentrates against figuring out just. The paper concentrates on GPU-expansion 

assault. Its thought can be stretched out to frustrate DoS aggressors which misuse expansion assets, for example, 

Distributed computing. For instance, assume the server embeds some hostile to troubleshooting code for 

discovery in the cloud stage utilizing the software puzzle. At the point when the puzzle is running, the software 

puzzle  won't bear on the puzzle procedure on the cloud environment when the Cloud-swelled DoS assault falls 

flat. In the present software, the server needs to invest energy to construct the puzzle . As it were, the present 

puzzle  is created at the server side. An open issue is the manner by which to build the customer side software be 

wilder to spare the server time for better execution. The current customer puzzle plans accept that the vindictive 

customer understands the puzzle  utilizing legacy CPU asset just. In any case, this suspicion is not generally 

genuine. In the blink of an eye, the numerous center GPU (Realistic Preparing Unit) part is right around a 

standard configuration in cutting edge desktop PCs. In addition, with a specific end goal to vanquish GPU-

inflated DoS assault to customer puzzle s, they proposed to track the individual customer conduct through 

customer's IP address. Regardless, if IP following is powerful to impede the GPU inflation, IP filtering can be 

utilized to resistance against DoS assaults straightforwardly without using customer puzzles. As it were, their 

barrier against GPU-inflated DoS assaults may not be appealing practically. 

2.1 Disadvantge 

1. Client side software puzzle construction should be associated with User, Mac Id, Network IP in current 

scenario.  

 

III. PROPOSED SYSTEM 

Programming riddle plan is proposed to crush GPU-swelled DoS assault. It essentially embraces 

programming insurance advancements to guarantee challenges for information secrecy and code security 

https://en.wikipedia.org/wiki/Internet
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for a proper time period, e.g., 1-2 seconds. Thus, it has distinctive security necessities from the 

customary figure which requests long haul protection and code insurance which concentrates on longterm 

strength against figuring out just. In the present programming riddle, the server has to spend time to 

fabricate the riddle. In other words, the present riddle is produced at the server side. An open issue is how 

to develop the customer side rogramming riddle so as to save the server time for better execution. 

At the Client side and server side , the software puzzle scheme has a code block warehouse W storing 

various software instruction blocks. Besides, 

 it includes two modules:  

1. generating the puzzle by randomly assembling code blocks extracted from the warehouse; 

2.  obfuscating the puzzle for high security puzzle. 

D. Software Puzzle Generation 

In order to construct a software puzzle, the server has to execute three modules:  

a. puzzle core generation,  

b. puzzle challenge generation,  

c. software puzzle encrypting/obfuscating 

In all, there are two-layer encryptions. The outer layer is used to encrypt the software puzzle  , and the 

inner layer uses the puzzle software to encrypt the challenge as data puzzle does. 

Therefore, after receiving C1 the original software puzzle can be recovered and further used to solve the 

challenge. 

 3.1 Systeam Architecture 

 

3.2 Architecture Description 

A Proposed Structure has a software puzzle, the server needs to execute three modules: Puzzle Core Generation, 

Puzzle Challenge Generation, Code Protection, as appeared in figure. 

1. Puzzle Core Generation: From the code piece product house, the server first picks n code squares taking into 

account hash capacities and a mystery, e.g., the j th guideline square b. and afterward it creates the Puzzle  cente 

2. Puzzle Challenge Generation: by Given some helper info messages, for example, IP addresses, and in-line 

constants, the server ascertains a message m from open information, for example, their IP locations, port 

numbers and treats, and creates a test, like scrambling plaintext. 
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3. Code Protection: Instinctively, code jumbling has the capacity obstruct the above interpretation risk to some 

degree. In spite of the fact that there are no nonexclusive muddling procedures which can keep a patient and 

propelled programmer from comprehension a project in principle, results in demonstrate that jumbling build the 

expense of figuring out. Accordingly, despite the fact that code muddling may be not agreeable in long haul 

software barrier against hacking, it is suitable for strengthening software bewilders which request an insurance 

time of a few seconds just. 

A software puzzle  comprises of teaches, and every guideline has a structure (opCode, [operands]), where 

opCode shows which operation (e.g., expansion, movement, bounce) is, while the operands, differing with 

opCode, are the parameters (e.g., target location of hop direction) to finish the operations. As a prevalent 

muddling innovation, code encryption innovation regards software code as information string and scrambles 

both operand and opCode.  

When a software puzzle is made at the server side, it will be conveyed to the customer who demands for 

services over a frail channel, for example, Web, and keep running at the customer's side. 

 

IV. SOFTWARE REQUIREMENT AND HARDWARE REQUIREMENT 

4.1  Software Requirement 

1.Operating system   :   Windows 7 Ultimate. 

2.Coding Language  :   JAVA 

3.Front-End   :   NetBeans. 

4.Data Base   :   SQL Server 2008 

5.Frame Work    :  JDK 1.71. 

4.2 Hardware Requirement 

1. Operating System                  :  Windows XP/7 

2.Coding language                    :  JAVA/J2EE 

3.IDE                                        :  Netbeans 7.4 

4. Database                               :  MYSQL 

 

V. DATA MODEL AND DESCRIPTION 

 5.1 Data Design 

 1. Internal Software data structure. 

If sending message has same attributes then next process will continue.  

 2. Global data structure 

Various files types are used globally. 

3. Temporary data structure 

We will be used the Byte Array. 

 4. Database Description   

A database will be used to store all the documents. 
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5.2 Data objects and Relationships 

1. The users must be aware of computer hardware and their different attributes. 

2. The user must have basic knowledge of computer and operating system. 

3. Application development requires a good knowledge of operating systems and WMI architecture of windows. 

4. For application, the users should be aware of JAVA Programming language and basic database operations. 

5. The computer in which this application is to be installed should be compatible with JDK 1.7 (Minimum) 

5.3  Non Functional Requirements 

1. Interface Requirements: 

The user can use the system through software installed in all the systems in organization premises. 

2.Performance Requirements: 

Time / Space bounds: 

Response time, throughput and available storage space should be reasonable under normal operational 

circumstances. 

 Reliability: 

Integrity of information maintained and supplied to the system and availability of components. 

 Capacity: 

Workloads should be handled for e.g. the system must handle 1000 transactions per second. 

3. Software quality attributes: 

4. Availability: 

The system shall be available as long as operations are performed on application. 

5. Updatability: 

The system shall allow addition and deletion of les based on access rights provided. 

6. Reliability: 

Integrity of information maintained and supplied to the system and availability of components. 

7. Testability: 

New modules designed to be added to system must be tested to check whether they are integrated properly and 

compatible with input-output format of the system. 

8. Usability: 

The system does not need much learning. Knowledge of basic computer its hardware and JAVA language is 

necessary to operate the system. Documentation provided for the system will include user manuals, developer 

reference and common FAQ. 

 

VI. METHODOLOGY AND ALGORITHM 

6.1 Steps of SPEKE algorithm for Key Generation 

1. Alice and Bob agree to use an appropriate large and randomly selected safe prime p, as well as hash function 

H(). 

2. Alice and Bob agree on shared password π. 
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3. Alice and Bob both construct g=. 

4. Alice chooses a secret random integer a, then sends Bob  mod p. 

5. Bob chooses a secret random integer b, then sends Alice  mod p. 

6. Alice and bob each abort if their received values are not in the range [2,p-2] to prevent small subgroup 

confinement attack. 

7. Alice computes K= mod p. 

8. Bob computes K=mod p. 

SPEKE is a Simple Password Exponential key exchange, is a cryptographic method for password 

unauthenticated key agreement. 

In SPEKE algorithm both Alice and Bob both arrive at the same value K if and only if they use the same value 

for π.Once Alice and Bob compute the shared secret key K, they can use it in a key confirmation protocol to 

prove each other that they know the same password π,and to deliver a shared secret encryption key for sending 

secure and authenticated messages to each other. 

SPEKE prevents man-in-middle attack by the incorporation of the password .An attacker who able to read and 

modify all messages between Alice and Bob can’t learn the shared key K and  can’t  make more than one guess 

for the password in each interaction with a party that knows it. 

6.2 ALGORITHM 

6.2.1  Steps of RC7 algorithm for Encryption  

1. Input: Plaintext stored in six w-bit input registers “A, B, C, D, E, and F”  

Number of rounds “r”  

 W-bit round keys “S [0 . . . 2r + 1]”  

 2. Output: Cipher text stored in A, B, C, D, E, F  

3. Procedure:  

              B = B + S [0]  

 D = D + S [1]  

 F = F + S [2]  

 for  i = 1 to r do  

  {  

 t = (B × (2B + 1)) <<<lg w  

 u = (D × (2D + 1)) <<<lg w  

 v = (F × (2F + 1)) <<<lg w  

 A = ((A ⊕ t) <<<u) + S [2i+1]  

     C = ((C ⊕ u) <<<t) + S [2i+ 2]  

 E = ((E ⊕ v) <<<t) + S [2i+ 3]  

 (A, B, C, D, E, F) = (B, C, D, E, F, A)}  

 A = A + S [2r - 1]  

 C = C + S [2r]  
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 E = E + S [2r + 1 ] 

               } 

6.3 Expected Result of RC7 

6.3.1 Comparison between AES and RC6 

Factors AES RC6 

Block Size 128,192,256 bits 128 bit 

Time consumption in encryption algorithm (Base 64, 

Hexadecimal) 

300 Milliseconds 200 

Milliseconds 

Throughput(Encryption/Decryption) 4.174/6.452 

megabytes/sec 

7.19/7.43 

megabytes/sec 

Time and power consumption for different key size 8% consumption 

Due to 128,192 and  

16 %  due to 256 

Power 

consumption 

due to different 

key size. 

In Comparison between AES and RC6.AES provide poor performance as compared to RC6 in case of time  

Consumption in encryption algorithm using base 64 and hexadecimal encoding, throughput and time and power 

consumption for different key size.RC7 is a next version of RC6 and improve the efficiency ,throughput and 

decrease the time consumption of RC7. 

6.3.2 Comparison between RC6 and RC7 

Factor RC6 RC7 

Block size in words 4w 6w 

Max block size in bits 156 256 

No of keys derived from 

key schedule 

2r+4 2r+6 

Compilation Time 0.38 seconds 0.33 seconds 

Encryption time(approx.) 0.076 seconds 0.066 seconds 

It is thus evident from the above results that the proposed algorithm RC7 has an encryption time less than that 

of RC6, thereby easier to implement and more efficient to use. 

To improve the encryption efficiency of the already existing RC6 algorithm, RC7 has been proposed which 

takes relatively less time to encrypt data and is comparatively more flexible. Instead of four working registers, 

RC7 makes use of six such registers which makes it a better alternative to RC6. 

 

VII.  EVALUATION METHODOLOGY 

SSL/TLS protocol is the most popular on-line transaction protocol, and an SSL/TLS server performs an 

expensive RSA decryption operation for each client connection request, thus it is vulnerable to DoS attack. Our 

objective is to protect SSL/TLS server with software puzzle against computational DoS attacks, particularly 
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GPU-inflated DoS attack. As a complete SSL/ TLS protocol include many rounds, we use RSA decryption step 

to evaluate the defense effectiveness in terms of the server’s time cost for simplicity. 

Assume the time to perform one RSA decryption be t0, and the time to generate and verify one software puzzle 

be ts (Note that >, otherwise, software puzzle is useless). Suppose the number of attacker’s requests be na, and 

the number of genuine client requests be )×the server’s computational time required for replying all the requests 

is τ1 = (+ )×ifthere is no software puzzle; otherwise, τ2 = (+ ) × +) × given that the adversary does not return 

valid solutionsto the puzzles. Thus, software puzzle defense is effective if 

τ1 ≥ τ2, 

 i.e.,≥ 

That is, when the number of malicious requests na is greater than , the genuine clients spend less time in waiting 

forthe services. Hence, a good strategy is to initiate the softwarepuzzle defense if the number of requests is 

beyond a threshold,otherwise, no defense is required because quality of service is satisfactory for all clients. To 

demonstrate the effectiveness of software puzzle, let’s compare the cost of the participants. 

  

VIII. CONCLUSION 

Software puzzle is proposed for crushing GPU-inflated DoS assault. It enhances soft-product usage 

advancements to guarantee challenge information confidentiality and code security for a proper time period. 

Thus, it has distinctive security prerequisite from the traditional figure which confidentiality and code insurance 

which concentrates against figuring out DDOS Attack. 

 

IX. FUTURE SCOPE 

Construct the puzzle using another advance techniqes. 
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