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ABSTRACT 

Ad-hoc networks are the communication networks having no fixed and centralize base station or access point 

which helps in maintaining a reliable communication. So ad-hoc networks are the self organized networks 

consist of number of nodes communicate with each other. In case of wireless ad-hoc networks there is no 

physical link between nodes and nodes also enjoy the freedom to move. In this situation the medium of 

communication is wireless so security is the main issue. There are many security threats at various layer in 

MANET. But security threat in routing layer is most prominent. In routing layer security threats or attacks the 

blackhole attack is more serious attack. In blackhole attack malicious node falsely claim in the network that it 

has smallest and fresh path with highest destination number and falsely assured the source for packets delivery  

to destination and after that when packets reached to malicious node it drops the packets. In this paper we are 

trying to investigate the effects of blackhole attack in AODV based routing protocol by using NS-2 simulator. 

The simulation results shows the performance degradation in terms of packet delivery ratio and throughput 

AODV based routing protocol with blackhole attack in comparison with simple AODV routing protocol without 

blackhole attack. 
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I. INTRODUCTION 

 

In traditional communication systems we have  centralize base station or access point which helps in 

maintaining the reliable data transmission and reception. But in case ad-hoc networks there is no access point 

each node in network act as router which route the data or information from one node to another. Since there is 

no access point in ad-hoc networks so it is also called networks without infrastructure. Hence ad-hoc networks 

are easy to deploy any where any time. In ad-hoc networks if the nodes have freedom to enjoy mobility then it 

will become mobile ad-hoc networks in which there is no physical link between nodes and channel is wireless. 

Since channel is wireless in this case so our main concern should be security of network. There are many 

network attacks at different layer in MANET. But the attack in routing layer is more prominent. One of major 
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routing layer attack is blackhole attack. In blackhole attack the malicious node falsly convey the information in 

network that it has shortest and fresh routing path from source to destination to deliver data packets. But 

when data packet reached the malicious node it will drop the packets. 

There are mainly two types of routing protocol in ad-hoc networks. In proactive routing protocol routes are 

ready to use instantaneously like destination sequence distance vector (DSDV) routing protocol. But in case of 

reactive routing protocol routes are constructed when needed like ad-hoc on demand  distance vector (AODV) 

and destination source routing (DSR) protocol. These protocols are vulnerable to various security threats. In this 

paper, we try to investigate the effects of blackhole attack on aodv routing protocol and simulated the behavior 

of blackhole attack on aodv routing protocol. 

 

II. ADHOC ON DEMAND  DISTANCE VECTOR ROUNTING 

 

Adhoc On Demand Distance Vector Routing Protocol popularly known as AODV routing protocol is a reactive 

routing protocol that generates the route through a network when a communication begins. commonly used in 

routing of mobile ad hoc networks. Each node has its own sequence number and this number increases when the 

links change. Each node judges whether the channel information is new based on the sequence numbers. Fig. 1 

illustrates the route discovery process in AODV. In this figure, node S is trying to establish a connection to 

destination D. 

 First, the source node S refers to the route map at the start of the communication. If there is no route to the 

destination node D, it uses broadcasting to send an RREQ message. The RREQ ID increases by one each time 

node S sends an RREQ. Nodes A and B, which have received the RREQ, generate and renew the routes to their 

previous hops. They also determine if this is a repeated RREQ. If such an RREQ is received, it will be 

discarded. If A and B have a valid route to the destination D, they send an RREP message to node S. On the 

other hand, if there is no valid route, they use broadcasting to send an RREQ message. The exchange of route 

information will be repeated until an RREQ reaches node D. When node D receives the RREQ, it sends an 

RREP to node S. When node S receives the RREP, a route is established. When a node receives multiple 

RREPs, it will select the RREP with the highest destination sequence number (D_Seq). If D_Seq numbers are 

identical, then it will select the RREP with the lowest hop count. 

 

Figure1:Route Discovery Process 

Figure 2 displays the route discovery process. When node B detects a disconnection, it generates a Route Error 

(RERR) message, enters the address of node D into the list of invalid nodes, and sends this information to node 

A. When node A receives the RERR, it refers to its route map and the current list of RERR messages. If there 

was a route to the destination for node D included in its map and the next hop in the routing 
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table is a neighboring node B, it invalidates the route and sends an RERR message to node S. In this way, the 

RERR message can be finally sent to the source node S. 

 
Figure 2: Transfer Route Error Message 

 

III. BLACKHOLE ATTACK IN AODV ROUTING 

 

In a blackhole attack, a malicious node can impersonate a destination node by sending a spoofed route packet to 

a source node that initiates a route discovery. In blackhole attack malicious node falsely claim in the network 

that it has smallest and fresh path with highest destination number and falsely assured the source for packets 

delivery  to destination and after that when packets reached to malicious node it drops the packets. 

 

Figure 3: Blackhole Attack in AODV Routing 

In figure 3, Source node S wants to communicate with destination node D and sends the RREQ packets to it’s 

neighbouring nodes ie. Node 2 and node 4. Here node 4 is a malicious blackhole node which falsely advertises 

that it has shortest and fresh route to destination with highest destination number. By this node S is assured and 

sent is data packets to node 4 instead of node 2. When node 4  receives the packets it drops the packets instead 

of forwarding them. As a result, all 

the packets through the malicious node are simply consumed or lost. The malicious node could be 

said to form a black hole in the network. In this way the malicious node can easily misroute a lot of 

network traffic to itself, and could cause an attack to the network with very little efforts on its part. 

 

IV. SIMULATION ENVIRONMENT AND RESULTS 

 

We perform simulations for our work on network simulator 2 version ns-2.35. We have generated a small size 

network with 7 nodes in a flat grid of 600m x 600m and create network topology as shown in Fig. 4 including 

blackhole node. Node 0 is the source node, node 3 is the destination node and node 5 is the blackhole node. 
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Figure 4: Network Topology 

Table 1: Simulation parameters 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.1 Simulation of Aodv Routing 

Figure 5 shows the data flow from node 0 to node 3 via intermediate nodes 1 and 2. This was the case when 

simple AODV protocol is implemented.  

 

Figure 5: Simulation of AODV Routing 

After performing simulation we got trace file after analyzing trace file with trace graph we come to know that 

throughput graphs of sending and receiving packets are almost same. 

 

 

Simulator NS-2(version 2.35) 

Simulation time 100 sec. 

Topology 600m 600m 

Total Number of nodes 7 

Number of blackhole node 1 

Transmission range 250m 

Traffic CBR 

Connection UDP 

Packet Size 1000 

Data rates 0.1mbps 
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Figure 6 :Throughput of sending  packets 

 

Figure 7: Throughput of receiving packets 

From Fig.6 and Fig.7 the throughput of  receiving packets at node 3 is almost 13kbps which is same as 

throughput of sent packets at node 0. Which shows that there is no packet loss or packet drop during 

transmission of packets from node 0 to node 3. 

 

4.2 Simulation Results of Blackhole Attack in Aodv Routing 

When we implement blackhole attack in AODV Routing we will observe that data packets are attracted towards 

the node 5 which is a blackhole node instead of receive at destination node node 3 as shown in Fig. 8. 

 

Figure 8: Blackhole Attack in AODV Routing 
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After performing simulations we got the following results as shown below: 

 

Figure 9: Throughput of Sent Packets 

 

Figure 10: Throughput of Received Packets 

From fig.9 and fig.10 it is clear that the sent data packets at source node 0 are not received at node 3 destination 

node. That means all sent packets are dropped and throughput of dropped packets is equal to throughput of sent 

packets which is equal to 13 kbps. 

 

Figure11: Throughput of Dropped Packets 

 

V. CONCLUSIONS 

 

In mobile ad-hoc networks the blackhole attack is most prominent attack on routing layer. It is also a major 

security issue in ad-hoc networks.  If a blackhole node is there in a network then it degrade the network 

performance in terms of packet delivery ratio and throughput of network. 
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