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ABSTRACT

In this research Paper | am focusing on The A USB flash drive is a data storage device that consists of flash
memory with an integrated Universal Serial Bus (USB) interface. A Cloud Storage is also a similar case where
in the data is stored remotely and is accessed whenever needed. But a drawback of this USB flash drives is it’s
small size cause of which it can easily be misplaced or lost. This is a particular problem if the data it contains is
sensitive and confidential. In Cloud Storages the data can be stolen or misused if the username and password of
an account to access the storage is hacked by someone. There are many more drawbacks like limited storage,
no security, back up, temp files, no remote disable etc.

iTwin is a 'limitless’ secure USB device that enables users to access, edit & share all their files & media
between any two online computers anywhere in the world. The only limit is the size of your computer’s hard
drive. iTwin is an innovative solution that allows remote file access without the security and privacy risks of the
cloud and USB flash drives. It’s very easy to access as a USB device and no special installation is required.
iTwin uses thoroughly analyzed crypto protocols and algorithms(AES 256 bit encryption). It has features like bi-
directional file access, no temp files, remote disable, smart key generation, password support and twintrust
authentication
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I. INTRODUCTION

What is an iTwin

iTwin is a revolutionary new file sharing and remote access device brought to you by a company called iTwin.
It's like two ends of a cable, without the cable. It's as simple to use as a flash drive. It’s literally plug and play.
iTwin can connect any two online computers anywhere in the world. iTwin enables you to have access to any or
all of your home computer's files and folders while you're on-the-go. Similarly, you can also use iTwin to access
to any or all of your office computer's files and folders while on-the-go. There's no in-built limit to the amount
of storage you can access with iTwin while you're on-the-go. The only limit is the size of your hard drives. The

only other "limit" is the speed of your Internet connection. The faster it is, the better your experience.
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You can select files for accessing later on-the-go, or you can edit them remotely, without the files leaving your
computer. You can also back-up files to your home or office computer while you're out on-the-go. It's so easy,
it's unbelievable.

Who invented iTwin

iTwin was invented by an Indian named Lux Anantharaman. After achieving a Bachelors degree in Electrical
and Electronic Engineering from IIT in Chennai and a Masters degree from I1Sc in Bangalore, Lux worked first
as an IT security researcher at the Institute of Systems Science, Singapore and then as senior researcher at Kent
Ridge Digital Labs and the Institute for Infocomm Research. Lux specializes in PKI implementations, efficient
digital certificate revocations and usable security. Lux was pursuing a part-time MBA at NUS Business School,
Singapore, but put studies on hold because of potential of iTwin.

How to use iTwin

When you connect iTwin, you'll see a regular window pop-up, just as you would if you plugged in a regular
USB flash drive. Drag and drop files and folders into this window to share them - as many as you want. Leave
your computer with one half of iTwin connected to it. Detach the other half of iTwin and take it with you.
Wherever you go, you can remotely access the shared files, simply by plugging the half you are carrying into
any online Windows computer, anywhere. iTwin allows you to transfer files to - or from - your home computer.
Or your office computer. Or your friend's, or your colleague's! iTwin also allows you to edit the shared files on a
remote computer, while keeping them on that remote computer, (no need to transfer those files before you edit
them).

Figure 1 iTWin Devices for both end points

I1. ITWIN, AREMOTE ACCESS TOOL
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| wonder if there is any law similar to Moore’s law for the evolution of semiconductor chips that would apply to
perceived human needs. We needed an electrical typewriter, then a calculating machine, a computer, more
memory, faster processors, local networks, the Internet, laptops, tablets, smart phones and now remote access to
our home computers, all in a span of less than thirty years! Do our needs double every two years.

Seriously, those of us who deposit the fruits of our labor — be they from counting beans, a life-saving project or
a creative piece of literature — on the innards of a computer, know well how important it is to access that work
remotely while we are away on business or vacation. You may be at a business meeting where your colleagues
or clients may want to see figures that you forgot to take with you. If you are a writer and while sipping your
favorite drink an expression or a plot suddenly comes to your mind that you want to integrate with the rest of the
text you have been busy with recently? Yes, you could certainly load up your laptop with the data that you may
expect to use while away or you could carry them in a flash drive. But your laptop and the invaluable
information inside it vulnerable, it may be stolen or you might lose the flash drive in a cab while paying for your
ride. There are all sorts of situations that can cause you unexpected pains.

Software such as LogMein can give you a bit of solace. But after a free trial period you have to pay a monthly
fee. This software lets you access every feature of your “home” computer. For some telecommuters it is a great
advantage and worth the money. But the danger to most of us is that anybody can access the “home” computer
with stolen user’s name and password. In spite of these dangers lurking around there are people who advocate
the use of cloud- based remote access. In theory, cloud computing sounds great. But what happens in practice?
Do we know where in the cloud the data are stored? How secure they are? Can a hacker suck out the life blood
of a honest user? What happens in the event of a disaster? How does one get some urgently wanted data in a
hurry if that “cloud” for some reason or the other may not be visible at that moment of need? Are they doing
routine maintenance? How is one to know? There are all kinds of issues in this game.

Two Singapore-based young engineer-turned entrepreneurs Lux Anantharaman and Kal Takru thought of an
elegant solution to the problem of remote access to files chosen by the user. They probably asked themselves
what if we could access the home computer without entering a user id and the password, and do that without any
need of downloading special software. Could they develop a system that would it be difficult, well nigh
impossible, to hack into such a scheme, since nobody would be able to see the identifying data.

The result of those two entrepreneurs’ curiosity, business acumen and bold risk-taking is a little device known
as the iTwin. (I saw it for the first time at Consumer Electronics Association’s Line Show in New York a few
weeks ago.) The device acts like an invisible but secure cable connecting two computers that may be half a
world apart. It looks like two identical USB flash drives — hence, the name iTwin — connected back-to-back.
The mechanical construction is robust that gives you confidence. You plug in one side of the dual combination
to a USB port of a”’home computer.” The software built into the devices automatically places into the computer
and the progress bar of the transfer of data is displayed on the screen. You are then asked to type in your e-mail
address (more about that later!). After a few seconds a green icon appears on the bottom right corner of the
Windows Explorer (WE) pane. The iTwin is now ready for remote access operation. The user (you?) then brings
up another copy of the WE (start>>computer>>WE) and drags & drops the files that might be accessed

remotely on the first WE pane with the iTwin icon. Sure, if you should want you could open more than one file.

282 | Page




International Journal of Innovative Research in Science and Engineering
Vol. No.2, Issue 04, April 2016

www.ijirse.com

IR

ISSN: 2454-9665

Note that if you already have the WE up on your screen when you install the iTwin you do not need to bring up
a second copy of the WE. The iTwin will show up in a WE pane all by itself and you will have two WEs side by
side.

For my testing | pulled out the outer half of the twin devices leaving the inner half still connected to the “home”
computer that belongs to my wife Cristina. | then plugged the outer half into the USB port of my laptop
(simulating a remote computer). Within a few seconds a replica of the home computer screen appeared on the
remote computer screen. At this instance the iTwin icon changed its color to dark orange. The file | dragged and
dropped on the iTwin WE pane on the home computer also appeared on the remote machine. | could open the
file and modify it in any way | liked. Once | saved that modified remote file, magically the file on the home
computer got updated as well. Now | asked for help from my wife Cristina. She was sitting at her computer, the
home machine for this experiment. | requested her to modify her side of the file by adding some texts and save
it. | then opened the file on my side, i.e., the remote computer. Golly, the file on my side was also updated.
While using the iTwin things to remember are:

[J iTwin provides remote access to preselected files and not to the entire desktop

[J After the iTwin icon comes up on a Windows Explorer pane at the home computer the files expected to be
used at a remote location must be dragged from a separate copy of the Windows Explorer and dropped into the
WE pane containing the green iTwin icon. It is a normal procedure for any “drag and drop” operation.

[J The home computer must be left switched on with the “inner” half of the iTwin pair connected to a USB port
for the remote machine to access the home. If for any reason, the home computer is switched off it must again
be switched on, with the iTwin half connected to its USB port before it can be remotely accessed.

[ Files must besaved at either end for updating or remote transfer. The technical explanation is that files cannot
be sent or received if they still are in their open state (i.e., they are in the RAM) but only from hard drives (i.e.,
after they are saved).

All the procedures mentioned above are very rational. We have prepared the following pages to demonstrate the
operations.

Plug Mwin into USB port of your laptop

Access your whole network including
network servers and printers

Figure 2. Remote connection through iTWin Device on Internet

I1l. FEATURES & UNIQUE FEATURES
FEATURES
Like A Limitless Capacity Secure USB Drive
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iTwin allows you to securely access your entire hard drive. It's as if you are carrying an access-key to all your
files in a device that fits in the palm of your hand. And unlike portable storage, iTwin lets your data stay safely
at home (or in the office).

Remotely edit shared files

Remotely edit any shared file from any location. iTwin allows you to keep a single version on one computer,
with you and your chosen iTwin partner collaborating directly on this version. Say goodbye to multiple versions
of files flying around by email.

Backup your data from anywhere

When you are on the road, you can use iTwin to move copies of files from your laptop to your home or office
computer. If you are traveling and taking lots of pictures, you can free up your SD card by moving files onto
your laptop and transferring them back home. It keeps your data safe and secure.

One-time cost. No fees, ever

Don't pay for cloud storage. Don't pay subscription fees for file access. Don't get locked in. You have all the
storage you need on your computer and home hard drive. With iTwin, share it and access it from anywhere.
Data Security

iTwin doesn't store any data on itself. It just enables a secure connection between two computers. Your remote
data can only be accessed if you have the physical iTwin with you. Additionally, you can set up your iTwin to
require a password. iTwin includes a feature that allows you to remotely disable the connection should you lose
your remote iTwin half. So you can rest assured that your data is safe, even if you lose your iTwin device. If
you have ever lost a portable memory device, you know that terrible feeling. We want to make sure this never
happens to you again. It even makes use of AES(256 bit key encryption) in order to transfer the data from one
computer to another.

UNIQUE FEATURES

Smart key generation

Two iTwins together generate a random 256-bit AES key, everytime they are physically paired and plugged into
a computer. Smart Key generation is assisted by the computer to add randomness. Smart crypto key resides only
on the two halves of the paired iTwin. Smart Crypto key is used for encrypting all data traffic between two
iTwins.

No “Temp Files”

Unplug iTwin and all temp files are purged automatically. This is especially useful when using a computer that
does not belong to you.

Password support

iTwin even provides password support. Passwords of any length can be set. Unlike other web services, iTwin's
password is stored on itself, not on any server. If you forget your password, simply pair both halves of your
iTwin, plug them into a computer and set a new password. No need for tech support!

Bi-Directional File Access

When using iTwin, the connection between the 2 computers is completely symmetrical. Access, copy, backup &
remotely edit files on computer A from computer B, and on B from A. You will have access to files on both A
and B
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iTwin is like the two ends of a cable, without the cable.

iTwin is just like a wireless device connecting two systems and securely transferring data between them.

IV. CONCLUSION

The

iTwin - A fantastic solution for the home user who wishes to access and change their files remotely and

securely. The iTwin bypasses the virtual world of cloud services to turn your physical storage into its own

networking solution. The iTwin is simple to use and inexpensively solves the Dropbox limitations. For those

who want to keep files up-to-date between two computers the iTwin is for you.
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