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ABSTRACT

The digital world, we live in today is the result of many innovations and technology advances. All of these
things contribute to the changing of the world from what it was before. We are surrounded by images, links, and
references related to staying connected through the Internet, cell phones, and other devices. We are addicted to
internet; as we need internet for online shopping, searching information, reading news and many more types of
digital activities. Business activities are dependent on internet. Today, many businesses either large or small are
using cloud computing instead of traditional on-site alternatives for business intelligence and analytics. Cloud
computing offers: potential benefits, such as speeding up technology deployments, provide flexibility and
reducing both capital expenditures and system maintenance costs. But, when we need different types of security
on different levels, we have to use hybrid cloud. In this paper, we will discuss the necessity of hybrid cloud over

public and private cloud. Comparative analysis of different cloud computing is also discussed in this paper.
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I. INTRODUCTION

Cloud computing is computing based on the internet. When you update your Facebook status, you’re using
cloud computing. Checking your bank balance on your phone? You’re in the cloud again. Cloud Computing is
flexible, cost-effective delivery platform for providing business or IT services over the internet. Its importance is
growing and getting attention from scientific and industrial communities. Cloud computing services are often
provided by third party, data security and privacy are harder to maintain. Main objective is to provide quick,
convenient data storage with visualized resources as services, carried over the network securely. It helps in
collaboration, quality, on demand services, scalability, helps in development work expansion, availability of

resources, and helps in cost diminution through best and well organized computing.

1.1 Models of Cloud Computing

The three basic delivery models for cloud computing is given below:

o Infrastructure-as-a-Service (laaS): are available to cloud customers in the form of virtual machines. It
supports different virtualization technologies and format conversion during migration.

o Platform-as-a-Service (PaaS): are the cloud application developers who use it as a means to implement and
distribute their programs via cloud.
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e Software-as-a-Service (SaaS): acts as an interface between cloud applications and end-users to offer

them on-demand and many times fee-based access to web-based software through their web browsers.
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Figure 1: The Cloud Computing Reference Model

Il. TYPES OF CLOUD COMPUTING

2.1 Public Clouds

Public cloud is one of the standard cloud computing models. Service provider makes resources available to the
customers and businesses over the internet. The service providers like Microsoft, Google etc. have their own
infrastructure at their data center. We can access it only via internet. There is no direct connectivity in public
cloud architecture. These services may be offered free (Gmail, Yahoo etc) or it may be provided as pay per use.
Customer does not know where the computing infrastructure is hosted. Public cloud services are cost effective.

But, they are not considered as secure as private clouds.

2.2 Private Cloud

It is also known as internal cloud or corporate cloud. It provides hosted services to a limited number of people
behind a firewall in the organization or company. If you need greater level of security and control over your
applications or storage, this type of cloud is preferable over other types cloud. Services and infrastructure are
maintained over a private network in private clouds. This private cloud services is more costly because we need

to buy, build and manage them at our own.
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2.3 Hybrid Cloud

When we wish to maintain different business applications with different levels of security particularly, we need
hybrid clouds. We can say that if private cloud resources are unable to meet users’ requirements, partially
composed of public cloud resources and privately owned infrastructures i.e. hybrid clouds, are created to serve
the organization’s needs. Hybrid clouds services are mainly combination of public and private clouds. It can be

implemented by different providers.
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Figure 2: Hybrid cloud overview

2.4 Community Cloud

Community cloud infrastructure is shared by several organizations. It may support a specific community that
has shared concerns (e.g., mission, security requirements etc). It may be managed by the organizations or a third
party. Community clouds can be used in: media industry, health care industry, scientific research etc. The

benefits of these community clouds are: openness, community, graceful failures, convenience and control etc.

I11. GROWTH OF CLOUD

Many companies conducted surveys, in which they analyze how many users using cloud computing. In 2015,
Right Scale conducted a survey and they found that 58% using hybrid computing while 30% using public cloud
and only 5% are using private clouds.

Hybrid cloud is combination of public and private cloud. Thus, it has features and advantages of both public and
private cloud. Many organizations are moving from public or private to hybrid cloud. It uses percentage will be

increased in coming years. We can say that hybrid cloud is the future of cloud computing.

Public Cloud | 30% 58% 59, Private Cloud
Only Only
Public

and Private

Figure 3: Cloud Usage in Year 2015 (Survey Report by Right Scale )
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We know that cloud computing is important in this digital era. But, it has some issues also. We have identified

some issues like security, cost and control in each cloud computing model i.e. public cloud, private cloud and

hybrid cloud.

All issues are organized in Tablel.

Models Security Issues Cost Issues Control Issues
) Least secure, multitenancy High setup cost, low usage | Least control
Public
cost
Private Most secure High setup cost, Most control
] Control of security between Least control
Hybrid -

public and private clouds

Tablel. Issues in Cloud Deployment

1. Pros and Cons of Clouds

Public Cloud

Private Cloud

Hybrid Cloud

Minimal upfront costs
Simplest to implement and
use

Widespread accessibility

Utilization efficiency gains

Minimal long-term costs
Allows for complete
control of server software
updates, patches, etc.

Utilization efficiency

. Less susceptible to

prolonged service outages

. Most cost-efficient

through utilization

flexibility of public and

Pros through server virtualization gains  through  server private clouds

Suited for handling large virtualization . Suited for handling large
spikes in workload spikes in workload

Requires no space dedicated . Utilization efficiency
for data centre gains  through  server

virtualization
. Most expensive long-term . Large upfront costs . Difficult to implement due
. Susceptible to prolonged . Susceptible to prolonged to complex management
services outages services outages schemes and assorted

. Limited accessibility cloud centre
Cons . Requires largest amount | 2. Requires moderate amount

of space dedicated for

data centre

. Not suited for handling

large spikes in workload

of space dedicated for data

centre

Table2. Pros and Cost of Clouds
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V. CONCLUSION

We have provided a basic definition of cloud computing and discussed the issues related to public clouds,

private clouds and hybrid clouds. Issues related to cloud models are also shown in Tablel. Pros and Cost of

different clouds are also shown in Table2. Three cloud models have their own merits and challenges. We have

identified some issues like security, cost and control in each cloud computing model.

From Tablel and Table2 and survey from Section 4, we can conclude that hybrid computing is better than

simple public or private cloud. In digital world, we can say that hybrid cloud is the future of cloud computing.
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